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RESPONSE 



COMES NOW the United States of America, by and through undersigned counsel, and 
respectfully requests this Court deny giving the Defense Requested Instruction for Specifications 
13 and 14 of Charge II. The United States requests the Court consider its Response to the 
Renewed Defense Motion to Dismiss for Failure to State an Offense: Specifications 13 and 14 of 
Charge II for a more detailed response to the issues raised by the proposed defense instructions. 

The United States objects to the defense instruction in its entirety, including any 
instructions that incorporate a mistake of fact defense before the presentation of evidence. 

The United States objects specifically to the following italicized portions: 

Court Instructions 

(1) That the accused did, at or near Contingency Operating Station Hammer, Iraq, between on 
or about 28 March 2010 and on or about 27 May 2010, accessed a computer with authorization, 
but exceeded his authority in accessing the information in question on a Secret Internet Protocol 
Router network computer; 

(2) That the accused knowingly exceeded his authorized access; 

Comment: Misstates the elements. See Model Crim. Jury Instr. 9th Cir. 8.95 (2010) (Enclosure 
5 to the Government's Proposed Member Instructions). 

(3) That the accused, by means of such conduct, obtained information protected against 
unauthorized disclosure for reasons of national defense or foreign relations, or any restricted 
data to wit: more than 75 classified United States Department of State cables, with the intent to 
use such information against the interests of the United States; 

Comment: Inaccurate statement of the law. The United States is not required to prove that the 
accused obtained information "with the intent to use such information against the interests of the 
United States." See S. Rep. No. 104-357, at 2, 13 (1996). 

Court Definitions 

(1) Exceeding Authorized Access to a Computer 
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The first element that the government must prove beyond a reasonable doubt is that the accused 
accessed a computer with authorization, but exceeded his authority in accessing the information 
in question. 

In this case, the government charges that the accused, while authorized to access the computer, 
exceeded his authority in accessing the information in question. Under the statute, this requires 
that the government prove beyond a reasonable doubt that the accused had access to the 
computer, and used that access to obtain or alter information in the computer that the accused 
was not entitled to obtain or alter. In other words, the term 'exceeds authorized access 1 applies 
to 'inside hackers ', individuals whose initial access to a computer is authorized but who access 
unauthorized information or files. " 

This element is not satisfied by mere misuse or misappropriation of information that the accused 
was authorized to access. Nor does it apply where the accused accesses information that he was 
authorized to access, but in an unauthorized manner. Rather, this element is only satisfied where 
the accused is authorized to access the computer and obtains or alters information on that 
computer that the accused is not entitled to obtain or alter. 

If you find that the accused had authorization to access the computer and to obtain the 
information, you must find the accused not guilty. 

Comment: This set of instructions raises issues related to the extent of the holding in United 
States v. Nosal, 676 F.3d 854 (9th Cir. 2012), and the Government's theory that the accused 
"exceeded authorized access." The United States requests the Court consider its Response to the 
Renewed Defense Motion to Dismiss for Failure to State an Offense: Specifications 13 and 14 of 
Charge II as its objection to the above instruction is explained in detail. 

(3) Obtainin g Protected or Restricted In formation 

The third element that the government must prove beyond a reasonable doubt is that the accused 
obtained information protected against unauthorized disclosure for reasons of national defense 
or foreign relations or any restricted data, with the intent to use such information against the 
interests of the United States. 

If you find that the information allegedly obtained by the accused was not protected against 
disclosure for reasons of national defense or foreign relations and was not restricted data, or 
that the accused did not have a reason to believe that the information could be used against the 
interests of the United States or to the advantage of a foreign nation, you must find the accused 
not guilty. 

Comment: Inaccurate statement of the law. The language of the statute was amended in 1996 
to track the scienter requirement in 18 U.S.C. § 793(e). The United States is not required to 
prove that the accused obtained information "with the intent to use such information against the 
interests of the United States." See S. Rep. No. 104-357, at 2, 13 (1996). Additionally, the 
standard is not whether the accused had reason to believe that the information could be "used 
against the interests of the United States. ..." 
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ian morrow 
:pt, ja 

Assistant Trial Counsel 



I certify that I served or caused to be served a true copy of the above on Mr. David E. 
Coombs, Civilian Defense Counsel, via electronic mail, on 6 July 2012. 




CPT, JA 

Assistant Trial Counsel 
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